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This Agreement (the “Agreement”) is made between 
 
Association for Computing Machinery, with its principal offices at 1601 Broadway, New York, NY 10019, 
USA (“ACM”),  
 
The National Library of Finland with its principal offices at Unioninkatu 36, (P.O.Box 15),  FI-00014, 
UNIVERSITY OF HELSINKI, Helsinki, Finland (“the National Library”), and other members of the FinELib 
Consortium (each the “Licensee”), other members of the FinELib Consortium represented by National Library 
via a power of attorney; licensees listed in Schedule A. 
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I. INTENT 

 
By entering into this Agreement, the Licensees and ACM seek to pilot a new type of agreement intended to facilitate a 
transition to open access publishing and transform the way that research is published, disseminated, and accessed. 
Specifically, through this Agreement, the parties will cooperate in piloting a new type of agreement which will facilitate 
open access publishing for Affiliated Corresponding Authors by allowing them to publish accepted Eligible Articles in 
ACMs peer-reviewed scholarly publications on an Open Access basis with no fee charged to them while also offering 
them the option to retain copyright in their work.  
 
Additionally, this Agreement aims to contribute to the advancement of open access publishing by aspiring to lead ACM 
to transition their entire portfolio of peer-reviewed scholarly publications to a fully open access model on a going forward 
basis. 
 
This Agreement shall also provide Authorized Users with access and perpetual rights to the contents of the ACM Digital 
Library in accordance with the terms listed in Section 4, Article 1 below. 
 
Through our participation, the National Library, Licensees and ACM commit to a joint process to implement and oversee 
the Agreement, and to co-operate and address issues that may arise during the course of the Agreement term.   
 

II. DEFINITIONS 
 

1.  “Authorized User” shall mean an individual who at the beginning or during the  Agreement term becomes 
a member of Licensee’s scientific, research or other staff (whether on a temporary, permanent or visiting 
basis, or retired staff as long as he or she is not employed by another non-subscribing institution), a faculty 
member (including temporary or exchange faculty for the duration of their assignment and retired faculty as 
long as he or she is not employed by another non-subscribing institution), outsourced faculty and/or staff in 
their performance of services for and on behalf of the Licensee only, or a student, and who can access the 
Licensed Materials onsite or offsite. Authorized User also means an individual who at the beginning or 
during the Agreement term becomes a Walk-in-User who can access the Licensed Materials from 
Licensee’s computer or otherwise within the physical premises of the Licensee. Walk-In Users may not be 
given means to access the Licensed Material when they are not within the physical premises of the 
Licensee. For the avoidance of doubt, Walk-In-Users may not be given access to the Licensed Materials 
by any wireless network provided by the Licensee unless such a network is a Secure Network. 

 
2. Affiliated Author(s).  Authors who correctly list themselves as affiliated with the Licensee during the article 

submission process or at the time of author rights selection. Authors shall be deemed affiliated with the 
Licensee if the email address they provide to ACM during the article submission process or at the time of 
author rights selection is part of the list of domain names provided by the National Library or shall be 
identified through other means as agreed between the National Library and ACM.   

 
3. Corresponding Author(s). Authors who are either sole authors or co-authors of articles accepted by ACM 

for publication, who are designated by their co-authors to serve as the corresponding author for the accepted 
article. A corresponding author has the authority to represent their co-authors in all publication related 
matters with ACM and is responsible for the completion of the ACM rights assignment process.  
 

4. Affiliated Corresponding Authors.  Affiliated Authors who are Corresponding Authors. 
 
5. Eligible Articles. Licensed materials in the ACM Digital Library designated as research articles by ACM at 

time of publication, including articles commonly referred to as research articles, review articles and 
conference or proceedings papers, and any other article types in the Licensed Materials for which ACM 
would otherwise charge an Article Processing Charge (APC) during the term of this Agreement. 

 
6. Licensed Materials.  The complete contents of the ACM Digital Library (DL), including ACM’s entire 

publication portfolio of journals, magazines, conference proceedings, newsletters, websites, and multimedia 
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files, whose contents are listed at https://dl.acm.org/contents_dl.cfm, and the additional content made 
available to the Licensees as enumerated in Section 4, Article 1. This Agreement excludes ACM Books. 

 
7.  “Commercial Use” shall mean use for the purposes of monetary reward (whether by or for the Licensee or an 

Authorized User) by means of the sale, resale, loan, transfer, hire or other form of exploitation of the Licensed 
Material. For the avoidance of doubt, neither recovery of direct costs or costs required by law by the Licensee 
from Authorized Users or from the receiving library in the case of an Inter Library Loan, use by the Licensee 
or by Authorized Users of the Licensed Materials in fee based educational programs, use by the Licensee, 
Authorized User of the Licensed Materials in the course of research funded by a commercial organization, nor 
use  of the Licensed Materials as a source for or quoting from it in Authorized or Walk-in User’s own scientific, 
scholarly, and educational works including but not limited to books and articles, is deemed to constitute 
Commercial Use.  

 
8. “Educational Purposes” shall mean for the purpose of education, teaching, distance learning, private study, 

retrieving information and/or research. 
 
9. “Electronic License Fees” shall mean the fees payable by the Licensee in consideration of the grant of the 

rights to the Licensee.  Fees per Licensee are listed in Schedule B. 
 
10. “Intellectual Property” shall mean copyright, database right, patents, design rights and trademarks whether 

registered or unregistered, semi-conductor topography rights and all other industrial, commercial or intellectual 
property rights existing in any jurisdiction and all rights to apply for the same; 

 
11. “Secure Network” shall mean a network, (whether a standalone network or a virtual network within the 

Internet), which is only accessible to Authorized Users whose identities (except in the case Walk-in Users) are 
authenticated at the time of login and whose conduct is subject to regulation by the Licensee. 

 
12. “Site” shall include all the geographical sites of the Licensee from which Authorized Users can via the 

authentication system access the Licensed Materials through the Secure Network and which is (or are) 
designated for access in the registration details completed by the Licensee. If the Licensee occupies more 
than one geographical site (for example if the Licensee is a multi-campus University) this Agreement will cover 
each geographical location from which the Licensee wishes to provide access to the Licensed Materials. 

 
13. “Finna“ shall mean a national online information search service which provides access to the digital information 

and services of libraries, archives and museums. Finna is maintained by the National Library of Finland. It is 
based on software developed from VuFind. A metadata aggregation service, Central Discovery Index by Ex 
Libris, is used as a way to access licensed materials in Finna. SFX is used for managing licensed content and 
as OpenURL link resolver. 

 
14. “Discovery Services” shall mean user interface and search systems for discovering and displaying content 

from local, database and web-based sources. 
 
15. “Open Access” shall mean articles that are published in front of the ACM Digital Library paywall and are free 

to access by the general public.  
 

 
III. OPEN ACCESS PILOT TERMS (PUBLISHING TERMS) 

 
1. ACM grants to all Affiliated Corresponding Authors the ability to publish their accepted Eligible Articles with 

ACM on an Open Access basis with no fee charged to them in the ACM Digital Library in perpetuity.  
 
 

2. Eligible Articles by Affiliated Corresponding Authors shall be eligible for open access publication under these 
terms if they are accepted, but not yet published on or after July 1st, 2022 and at the latest December 31st, 2024. 

3. ACM shall provide all Affiliated Corresponding Authors with the option to select one of the three rights 
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assignment options of their choice; the traditional ACM Copyright transfers where ACM holds the rights to the 
paper; or the ACM License option where all individual co-authors of the published article retain the copyright 
to their article and provide ACM with an exclusive license to publish their article; or the ACM Institutionally 
Paid Open Access option which provides ACM with a non-exclusive license to publish their article, and allows 
the authors to make their published article shareable via the use of a Creative Commons license, with CC-BY 
as the default option. The Affiliated Corresponding Author shall determine which of the above options best 
meets the authors’ rights-related needs. ACM understands the importance to Licensee of authors using the 
CC-BY license and is committed to informing the authors of this.  
 

4. ACM shall provide all Affiliated Corresponding Authors with the option to retain the copyright in their articles, 
including on behalf of all co-authors. 
 

5.  ACM shall deposit copies, on a going forward basis for the term of this Agreement, of all Eligible Articles 
authored by Affiliated Authors, with associated metadata, into the Licensee’s open repository, for dissemination.  
Such deposits shall include all Affiliated-Authored Eligible Articles, even if the author is not the Corresponding 
Author.  When the article has been published on an open access basis, the deposit shall be of the final published 
version; when the article has been published on a subscription basis, the deposit shall be of the final accepted 
manuscript.  
 

6. Open Access Reporting. ACM will provide an online portal where each Licensee and the National Library can 
download reports containing the information described in points i and ii below. ACM commits to providing data 
sufficient to assess the outcomes of the Open Access Model on an annual basis, and to a collaborative process 
for analyzing the data.  Specifically, by April 1 of 2023, 2024, and 2025 ACM will provide the following 
information about the 2022, 2023, and 2024 calendar years, including both annual and cumulative data:  

 
i. the number of Open Access Articles published by ACM where the corresponding or 

non-corresponding author is affiliated with the Licensee. 
ii    .details  of all the Open Access Articles in the material by the Affiliated Author such 
as title, author name and DOI, including funder and Open Access License information. 

 
By institution and for all institutions: 

 
a) Adoption by institutions globally: number of institutions that have signed on to ACM Open. 
b) Progress towards reducing costs for non-publishing institutions.  
c) Licensing: what sort of author copyright licenses have been selected, in what number and 

proportion.  
d) Copyright retention: number of authors who have chosen to retain copyright and number who have 

chosen to grant copyright to ACM.   
e) Volume of OA: Proportion of OA articles overall and from Licensees involved in the pilot. 
f) Impact of pilot on ACM’s business and financial conditions: including number of deals closed, value 

of said deals, impact of pilot on ACM revenues, increase or decline in ACM revenues overall, and 
a confidential report of cancellations received and their financial impact. 

g) Impact of pilot on publishing volume: publishing output by Licensees in pilot, including Affiliated 
Corresponding Authors as well as all Affiliated Authors.  

h) Other metrics as mutually identified and agreed upon between National Library  and ACM. 
 

7. Transparency. This Agreement including all schedules is not considered confidential. ACM acknowledges that the    
National Library and/or Licensee(s) is intending to publish the Agreement including all schedules. 
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At least once per year following the release of this data, Licensees will be provided the opportunity to 
participate in a conference call regarding the data.  ACM will make reasonable efforts to address reasonable 
requests to adjust or extend the type of data gathered. 

 
7. Commitment to Open Access Transition. ACM represents that their strategic plan is to transition their entire 

portfolio of publications to a fully open access model. Specifically, ACM represents that the ACM Open 
model, with its foundation in “hybrid” open access – where some articles are paywalled and others published 
open access – is a temporary and transitional business model whose aim is to provide a mechanism to shift 
over time to full open access publication for all ACM journals. The full transition is expected to occur, 
depending on adoption of the ACM Open model by Licensees, within an estimated time period of 5-7 
years.  ACM commits to informing the National Library of progress towards this longer-term aim on an 
annual basis and to adjusting  Open Access terms based on its progress towards full open access. For 
avoidance of doubt, the terms of this Agreement cannot be changed during the agreement term unless 
mutually agreed. It is understood that in the early years of the Open Access Transition, there are likely to be 
additional surpluses generated by the new ACM Open Model. In any future agreement after the current 
Agreement term, only CC BY-licensed articles will be taken into account when deciding the pricing. For 
clarity: neither Licensee nor ACM is obligated to enter into any agreement after the current Agreement term. 

8. Improvements to the author workflow. ACM understands the importance of correctly identifying 
corresponding authors as affiliated to Licensees and is committed to improving the method of identification 
during the Agreement term. 

9. Corrections. Authors who are affiliated to a Licensee but have not been identified as such or who have 
chosen not to use CC BY license, have the right up until the moment the article has been published  in ACM 
Digital Library, to choose CC BY. Authors who have paid an open access fee for an Eligible Article have the 
right to get their money back.  
   

 
IV. READ AND PERPETUAL ACCESS TERMS 

 
1. This Agreement grants Licensee and Authorized Users online access to and use of the following ACM 

content (together, the Licensed Materials): 
a. Online access via a Secure Network to the complete contents of the ACM Digital Library (DL), 

including ACM’s entire publication portfolio of journals, magazines, conference proceedings, 
newsletters, websites, and multimedia files. Access to the ACM Books Collections 
(https://dl.acm.org/acmbooks) is not included in this Agreement but is available for purchase via 
separate agreement. An up-to-date list of the contents of the ACM Digital Library is posted at 
https://dl.acm.org/about/content where a current KBART-formatted title list is available with ISSN or 
ISBN numbers.   

b. Online access to all ACM Affiliated Publications, including approximately 70 journals, proceedings, 
and bulletins. 

c. Online access to the ACM Guide to Computing Literature, ACM's bibliographic database and 
abstracting & indexing service, which is integrated into the ACM Digital Library platform. 

d. Historical Archive. ACM shall provide  access to the complete archive of all ACM Publications dating 
back to each publication’s first issue or volume.  

e. Perpetual Access Rights. Upon termination of this Agreement, ACM will provide the Licensee with 
access to the Licensed Materials which was published and paid for during the term of this Agreement 
(and previous agreement terms 2002-2021, as applicable per Licensee).  
 

2. License. ACM grants to the Licensees and Authorized Users the non-exclusive right to access and use the 
Licensed Material for Educational and administrative purposes.  
 

3. Authorised Users may search, browse, view, print, make a reasonable number of photocopies of parts of the 
Licensed Materials, electronically save (including to an e-reader or mobile device) copies of parts of the 
Licensed Materials, and download the Licensed Materials.   
 

4. The Licensee and Authorized Users may not redistribute or make available access to the Licensed Materials 
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for any commercial purposes unless approved by ACM in writing. The Licensed Materials shall not be made 
available to anyone who is not an Authorized User except as provided for elsewhere in this Agreement. 

 
5. Access. Global access will be provided to the Licensees based on IP Verification, unless otherwise agreed 

between the parties.  
6. Alterations. Neither the Licensees nor any Authorized Users may, except to the extent necessary to make 

the Licensed Materials perceptible on a screen, modify, adapt, transform, translate, or create any derivative 
work based on any of the materials in the Licensed Materials except as provided for in the licenses governing 
those materials. Any copyright notices, or other notices appearing in the Licensed Materials may not be 
removed, obscured, or modified in any way. All rights, title, and interest in the contents of the Licensed 
Materials are the recognized property of the respective copyright holders and no ownership rights, title, or 
interest are transferred to the Licensee as a part of this Agreement. 
 

7. Redistribution. The Licensees and Authorized Users may not republish individual articles contained within the 
Licensed Materials or post them on other servers, or redistribute them to lists, except in accordance with this 
Agreement and/or the license terms under which the articles are published.  

 
8. No wholesale duplication of all or substantial sections of the Licensed Materials is permitted under the terms of 

this Agreement, except to provide for the text and data mining access outlined in Section 4, Article 15. 
Furthermore, ACM reserves the right to suspend or terminate this Agreement in accordance with the Term and 
Termination clause below if systematic downloading of the Licensed Materials is discovered save for the 
purposes of Text and Data Mining.  Notwithstanding the foregoing, the Licensees and Authorized Users are 
afforded text and data mining rights outlined in Section 4, Article 15.   

 
9. For the avoidance of doubt, Licensee and Authorized Users may make such temporary local electronic copies 
of individual articles within the Licensed Materials as are necessary to ensure efficient use by Authorized Users. 
 

10. Licensee may display, save electronically, print and distribute (in the case of training also on the Licensee’s 
public website) parts of the Licensed Materials including ACM’s trademarks, logos and screenshots for the purpose 
of promotion or testing or for training Authorized Users, 
 

11. Authorized Users may publicly display or perform parts of the Licensed Materials as part of a presentation at a 
seminar, conference, or workshop, or other such similar activity  
 

12. Authorized Users may distribute single copies of parts of the Licensed Materials in print or electronic form to 
other Authorized Users. This sub-clause shall include the distribution of a copy for teaching purposes to each 
individual student Authorized User in a class at the Licensee’s institution. 

 
13. Authorized Users may incorporate parts of the Licensed Materials in printed and electronic course packs, study 
packs, resource lists and in any other material (including but not limited to multi-media works) to be used in the 
course of instruction and/or in virtual and managed environments of Licensee institution (including but not limited 
to virtual learning environments, managed learning environments, virtual research environments and library 
environments) hosted on a Secure Network. Each item shall carry appropriate acknowledgement of the source, 
listing title and copyright owner. Course packs in non-electronic non-print perceptible form, such as Braille, may 
also be offered to Authorized Users who, in the reasonable opinion of the Licensee, are reading impaired. 
 

14. Authorized Users may videotape themselves demonstrating how to use the Licensed Materials and its platform 
interface for training purposes. Furthermore, it is permitted for Authorized Users to make their videotaped 
demonstration publicly available via the world wide web. Confidential usernames and passwords used to access 
the ACM’s platform should not be disclosed or shared as part of the videotaped session.  

  
 

15. Computational Access. Authorized Users may use the Licensed Materials to perform and engage in text 
and/or data mining activities for Educational Purposes and may utilize and share the results of text and/or data 
mining (“TDM output”) with research collaborators, and in their scholarly work and make the results available for 
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use by others, so long as the purpose is not to create a product for use by third parties that would substitute for 
the Licensed Materials.   
 

ACM will cooperate with Licensee and Authorized Users as reasonably necessary in making the Licensed 
Materials available in a manner and form most useful to the Authorized Users for computational access.  ACM 
shall provide this access without any additional fees.  The Licensee and Authorized Users shall be able to 
conduct TDM by An API provided by Vendor or a mutually agreed third-party provider.  
 
In all cases where Licensed Materials offers both HTML/XML and PDF versions of the Licensed Materials, both 
versions shall be accessible for TDM.  
 
The Licensed Materials provided for TDM shall be provided in such a manner as to be useful to Authorized 
Users.  For example, there will be no rate or volume limits placed on TDM by ACM unless there has been 
evidence of disruption of ACM’s normal services, and any such limits shall be communicated to the Licensee 
via the National Library in advance of taking effect.   
 
It is mutually understood that Licensed Materials may be retained by Authorized Users throughout the full 
lifecycle of the TDM project, including for publication, and as necessary for replication and validation of research 
results.  
 
For avoidance of doubt, in the event of any conflict between the provisions of Clause 15 and any Text And Data 
Mining rights coming into effect during the Term under Finnish copyright law, the Text And Data Mining rights 
under Finnish law will take precedence. 

 
 16. Use of portals.  Licensee may allow the Licensed Materials to be searched by Authorized Users via Finna or other 
portal in the Licensee’s use provided that the terms of this Agreement are upheld.  Licensee may also gather usage 
data via Finna or other portal in the Licensee’s use,  
 
17. Use for metadata. Authorized Users who are staff members may use the Licensed Materials as an information 
source for indexing and adding metadata to library catalogues and open institutional repositories, publication databases 
and/or bibliographies of the Licensee.   

 
18. Scholarly Sharing. Authorised Users may distribute single copies of parts of the Licensed Materials in print or 
electronic form to third party colleagues for the purposes of scientific research and communication or to be used for the 
basis of discussion groups. 

 
19. Use in Scholarly Works. Authorized Users have the right to use, with appropriate credit, figures, tables and brief 
excerpts from the Licensed Materials in the Authorized User’s own scientific, scholarly and educational works.   

 
20. Authors’ Rights to Use Their Own Work. Notwithstanding any terms or conditions to the contrary in any author 
agreement between Authors and ACM and rights granted to all ACM authors in Section 2.5 of ACM’s Copyright Policy, 
see https://www.acm.org/publications/policies/copyright-policy, the following rights will be retained by Affiliated Authors: 

 
All Affiliated Authors whose work (“Content”) is accepted for publication within the Licensed Materials on an 
Open Access Basis shall retain the non-exclusive, irrevocable, royalty-free right to use their Content for 
scholarly and educational purposes, including self-archiving or depositing the Published Version of Record 
(VoR) of the Content in institutional, subject-based, national or other repositories or archives (including the 
author’s own web pages or departmental servers), in non-commercial repositories and to comply with all grant 
or institutional requirements associated with the Content.  The Open Access license Terms attached to the 
Published Version of Record may include additional and/or broader rights than what is listed here.  
 
Affiliated Authors whose work (“Content”) is accepted for publication within the Licensed Materials and whose 
articles have not been published on an open access basis shall retain the non-exclusive, irrevocable, royalty-
free right to use their Content for scholarly and educational purposes, including self-archiving or depositing 
the Accepted Manuscript Version (AM), but not the Published Version of Record (VoR) of the Content in 
institutional, subject-based, national or other repositories or archives (including the author’s own web pages 
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or departmental servers), in non-commercial repositories and to comply with all grant or institutional 
requirements associated with the Content. 
 
For the avoidance of doubt, it is the intent of the parties to this agreement that Affiliated Authors are 
beneficiaries of this provision of the Agreement.   

 
21. Inter-Library Loans. Licensee may supply for Inter Library Loan purposes to another library or information 
service to provide for its user individual articles from the Licensed Materials by post or fax or electronically 
including but not limited to email. The electronic file must be deleted immediately after printing and the user must 
receive a print copy and not an electronic one. 

 
22. No Diminution of Rights.  This Agreement shall be deemed to complement and extend the rights of the  
Licensee and Authorized Users under the Finnish Copyright law and nothing in this Agreement shall constitute a 
waiver of any statutory rights held by the Licensee or Authorizer User from time to time under the law or any 
amending legislation.  
 

23. In the event that any content included in the Licensed Materials is in the public domain or has been issued 
under a Creative Commons or other open license, ACM shall not place access, use or other restrictions on that 
content beyond those found in the open license, where applicable. 

 
24. In the event of any conflict between the permitted uses in this section IV and any terms and conditions 
communicated to Authorized Users at the website where the Licensed Materials is provided this Agreement shall 
prevail. 
 
25. Post-Cancellation Perpetual Access.  Upon termination of this Agreement, and upon written request from the 
Licensee, ACM will provide the Licensees and its Authorized Users with free of charge access to the full text of 
the Licensed Material as granted under Section 4(1)(e) through the ACM DL platform (http://dl.acm.org). 
Alternatively, ACM may engage the services of third-party trusted archives (such as Portico) Licensee requesting 
Post-Cancellation Access (PCA) services via ACM DL platform agrees to provide ACM with a complete list of 
current IP Addresses registered for its institution at the time subscription access is terminated and PCA services 
are activated and may be changed or updated by the Licensee from time to time. The full text of the electronic 
files may not be resold at any time; this remains in effect in perpetuity. Continuing post cancellation access is 
subject to the terms and conditions of use in this Agreement. ACM shall also provide to the Licensee upon 
request, or the Licensee may create, one (1) copy of the entire set of Licensed Material to be maintained as an 
archival copy.  The archival copy from ACM shall be provided without any Digital Rights Management (DRM) in a 
mutually agreeable medium suitable to the content, and any fees for provision of copies will be on a time and 
materials basis only. In the event ACM discontinues or suspends selling or licensing the materials licensed under 
this Agreement, the Licensee may use such archives of the Licensed Material  under the same terms as this 
Agreement.  If the Licensee has a backup copy of the materials licensed under this Agreement the backup copy 
may be used as an archival copy.  

 
26. Discovery Services. ACM provides metadata to all search and discovery services (such as EBSCO, 
ProQuest, ExLibris and OCLC) which includes the abstract content, author information and DOI information for 
the Licensed Materials. 
 
27. Cessation of Publication.  In the event ACM ceases to publish a journal that has been published online, ACM 
will make its best efforts to continue to provide access to those volumes without charge through its server or by 
supplying such material without charge to the Licensee.  This includes both journals which are to no longer be 
published at all, and journals that are to be published henceforth by another publisher.   
 
28. Quality of Service.  ACM shall use commercially reasonable efforts to ensure that the ACM’s server or servers 
have sufficient capacity and rate of connectivity to provide the Licensees and its Authorized Users with a quality of  
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service comparable to current standards in the on-line information provision industry in the Licensee’s locale.  
ACM shall use reasonable efforts to provide continuous service seven (7) days a week with an average of 98% 
up-time per month.  The 2% down-time includes periodic unavailability due to server maintenance; software 
installation or testing; loading or making available additional materials licensed under this Agreement as they 
become available; and unavailability because of service or equipment failure outside the control of ACM (including 
problems with public or private telecommunications services, or Internet nodes or facilities).   ACM may schedule 
brief unavailability periods but shall do so only where (1) it has given at least forty-eight (48) hour notice to the 
Licensee and (2) in ways and at times that minimize inconvenience to the Licensees and its Authorized Users, 
regardless of when notice has been given.  If the online access is continuously interrupted for a period of one (1) 
week or more due to failure on ACMs side, ACM shall refund to the Licensee that part of the Fee that is in 
proportion to the time that the Licensed Materials has not been available due to interruptions in the online access. 
The refund will be made from the next year’s License Fee. In case Licensee would not renew its subscription for 
the following year, it will be granted an additional access for the same period of time that access was not granted 
 
29. Usage Statistics.  ACM shall provide statistics by month and organization regarding the online usage of the 
Licensed Materials to the Consortium acting on behalf of the Licensee. In addition, ACM will provide additional 
usage statistics directly to the Licensee via ACM’s or third party’s website through the use of passwords issued by 
ACM. ACM confirms that usage statistics will adhere to the specifications of the COUNTER Code of Practice, 
including data elements collected and their definitions; data processing guidelines; usage report content, format 
frequency and delivery method. All usage data shall be compiled in a manner consistent with applicable privacy 
and data protection laws, and the anonymity of individual users and the confidentiality of their searches shall be 
fully protected.  
 
30. Training.  ACM shall provide training sessions for the Licensees regarding the use of the Licensed Materials 
without charge during the term of this Agreement via the Internet.   
 
31. Search Interface.  ACM shall use its best endeavors to ensure that the Licensed Materials will be compatible 
with standard search interfaces (e.g., Z39.50, SRU-SRW) for the term of this Agreement.   
 
32. OpenURL Standard.  ACM shall use its best endeavors to ensure the Licensed Materials meet the open URL 
standard for the term of this Agreement.   
 
33. General Support.  ACM shall provide telephone or email assistance to technical support staff of the Licensee 
relating to operation with the Licensed Materials.   
 
34. Accessibility Requirements. ACM warrants that the materials licensed and published under this Agreement 
comply with governmental disabilities laws and regulations and conform to the accessibility requirements of Web 
Accessibility Initiative, Web Content Accessibility Guidelines (WCAG) 2.0 at level AA.  ACM agrees to promptly 
respond to and resolve any complaint regarding accessibility of materials licensed under this Agreement.  
 
35. Obligations of the Licensee.  The Licensee shall:  
 
a.   insert in the registration details a list of valid Internet Protocol addresses for Authorized Users who will access 
Licensed Materials via the Secure Network or secure server; 
 

b. amend registration details promptly after any additions, deletions or other alterations to the list of valid 
Internet Protocol addresses;  

 
c. use reasonable efforts to ensure that only Authorized Users are permitted access to the Licensed 

Materials and that all Authorized Users are informed of the provisions of Clauses 2-24 of this 
Agreement;  

 
d. as soon as practicable on becoming aware of any claim by any third party that the Licensed Materials 

infringes an Intellectual Property or proprietary right of any third party notify ACM of such claim;  
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e. so soon as practicable after becoming aware of any breach by an Authorized User of the terms of this 
Agreement initiate corrective actions in accordance with the Licensee’s standard practice and notify 
ACM of such breach;  

 
f. Nothing in this Agreement shall make the Licensee liable for breach of the terms of the Agreement  by 

any Authorized User provided that the Licensee did not cause, knowingly assist or condone the 
continuation of such breach after becoming aware of an actual breach having occurred. 

 
 

V. TERM AND TERMINATION 
 

a. Term.  The term of this Agreement shall be three (3) years, commencing on January 1, 2022 (the Effective 
Date) and extending through December 31, 2024. The Open Access publishing portion of the Agreement 
commences July 1, 2022 and extends through December 31, 2024. 
 

b. Early Termination. Early Termination for Financial Hardship. If sufficient funds are not provided, allocated, or 
allotted in future budgets of the Licensee for library acquisitions to permit Licensee, in the exercise of its reasonable 
administrative discretion, to continue this Agreement, the Licensee may upon demonstration of the same via  
appropriate documentation, elect to renegotiate or cancel its participation in this Agreement beginning on January 
1st of such subsequent year without further duty or obligation, provided that ACM is notified by November 1st of 
the preceding year of such cancellation or renegotiation.  The Licensee shall be required to provide substantive 
proof that library budgets have been reduced by a minimum of 5% in order for this Early Termination clause to be 
valid.  

 
Early Termination for Changes. The Agreement may be terminated a) if a change in control of a Licensee 
occurs, b) a Licensee merges with or acquires an organization, c) breaks up or d) if changes relevant to this 
Agreement occur in the Licensee’s permission to organize higher level education or other legislation 
regarding the Licensee and relevant to this Agreement. Upon termination of the Agreement by any Licensee 
due to a change in control, merger or acquisition as stated herein, the Licensee’s subscription will continue 
until the end of the then current calendar year.  When the Agreement is terminated the Licensee’s share as 
defined in Schedule B will be deducted from the License Fee. If the new institution that is born from the 
merger becomes a FinELib-consortium member and request a pricing offer, the National Library will contact 
ACM. 
 

c. In the event of termination (except for ACM’s breach) or expiration, financial obligations under this Agreement 
shall survive the termination of this Agreement through the end of the calendar year currently in force only, and 
ACM will honor the open access pilot terms for Affiliated Corresponding Authors whose articles are accepted for 
publication through the end of that calendar year. Neither the Consortium nor the Licensees will be entitled to 
any refund or prorated portion of the current year’s Licensing Fees.  
 
d. Termination for Breach. If either party believes that the other has materially breached any obligations under this 
Agreement, such party shall so notify the breaching party in writing. The breaching party shall have sixty (60) days 
from the receipt of notice to cure the alleged breach and to notify the non-breaching party in writing that cure has 
been effected. If the breach is not cured within the sixty (60) day period, the non-breaching party shall have the 
right to terminate the Agreement without further notice. If this Agreement ends for breach, ACM may terminate 
access to the Licensed Materials subject to Section 4, Article 2.  
 
e. Authorized copies of the Licensed Materials made by Authorized Users may be retained for Educational 
Purposes and used subject to the terms of this Agreement.  
 
f. For avoidance of doubt termination and early termination and all its consequences will only affect the Licensee 
in question. 
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VI. FEES 
 

The 2022-2024 Open Access Agreement Fee for the Licensees in Schedule A of this Agreement shall be no 
greater than $153,896 US the first year (2022), no greater than $179,105 US the second year (2023), and no 
greater than $184,478 US the third year (2024). Fees per license are listed in Schedule B. Payment will be 
delivered by the National Library of Finland within 60 days of receipt of an invoice from ACM.  The invoice 
shall be sent to:  
 
  The National Library of Finland 

FinELib 
P.O.Box 15 (Unioninkatu 36) 
00014 University of Helsinki, Helsinki, Finland 

  
 

In addition to reporting requirement in Section 3, Article 6 above, ACM commits to collaborative 
conversations during the period of the pilot regarding how fees from the pilot have been directed, and more 
broadly, how future fees can be set to extend this effort to make transparent how library-based payments 
are directed within ACM’s organization. 
 
If the ACM during the Agreement term withdraws more than 10% of the content in the Licensed Material 
then the ACM shall refund to the Licensee the due proportion of the License Fee paid by the Licensee. The 
ACM shall give written notice to the National Library acting on behalf of the Licensee of such withdrawal 90 
days prior to the withdrawal. If the withdrawal results in the Licensed Materials being less useful to the 
Licensee, it may within thirty days of such notice treat such changes as a material breach of this 
Agreement. 
 

VII. Limitation of Liability 
 
Both parties’ liability to each other shall be limited to exclude altogether liability, howsoever arising for loss of profits, 
loss of business or of anticipated savings and for any other type of special, indirect, incidental or consequential loss or 
damage. The aforementioned limitation of liability shall not be applied to damages due to gross negligence or willful 
misconduct.  
 
For the avoidance of doubt each Licensee will only be liable for its own actions and/or defaults.  
 
  
VIII. GENERAL TERMS 
 

1. Sanctions. ACM confirms that it is currently not the subject or target of any sanctions imposed by the 
sanctions authority of the European Union or the United Nations and neither is any person or entity that is 
an owner of ACM or otherwise has control over ACM. ACM will inform the National Library without delay if 
there is any change in the sanctions status of itself or the aforementioned person or entity. 
 

2. Governing Law. The terms and conditions of this Agreement are governed by the law of Finland excluding 
its choice of law rules. All disputes arising out of or in connection with this Agreement shall be exclusively 
submitted to arbitration in accordance with the Arbitration Rules of the Finnish Central Chamber of 
Commerce. The arbitration shall take place in Helsinki, Finland, in the English language. 
 
 

3. ACM Warranties and Indemnities.  
 

ACM warrants and represents that it is the owner of the copyright in the Licensed Materials or that it is 
duly licensed to use the copyrighted material contained in the Licensed Materials and that the Licensed 
Materials used as contemplated in this Agreement does not infringe any copyright or other proprietary 
or intellectual property rights of any natural or legal person. 
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ACM warrants that software components in the Licensed Materials, if any, will substantially conform to 
given specifications and/or descriptions in user manuals if used for their intended purposes and that 
use by the Licensee will not infringe the Intellectual Property of any third party. ACM will indemnify the 
Licensee and hold it harmless against any damages or losses due to aforementioned infringements or 
alleged infringements of Intellectual Property. 
 
ACM shall indemnify and hold the Licensee harmless from and against any loss, damage, cost, liability 
or expense (including reasonable legal and professional fees) arising out of any legal action taken 
against the Licensee claiming actual or alleged infringement of any Intellectual Property Rights. This 
indemnity shall survive the termination of this Agreement for any reason. This indemnity shall not apply 
if the Licensee has amended the Licensed Materials in any way not permitted by this Agreement, and 
such amendment has caused the loss, damage, cost, liability or expense. 

 
4. Assignment. This Agreement may not be assigned by either party to any other person or organization, nor 

may either party sub-contract any of its obligations, without the prior written consent of the other party, for 
which consent shall not be unreasonably withheld.  If rights in all or any part of the Licensed Materials are 
assigned to another publisher, ACM will ensure that the terms and conditions of this Agreement are 
maintained.   

5. Amendments. All amendments and modifications to this Agreement shall be made in writing and be signed    
by duly authorized representatives of both parties. 

 
6. Waivers. The failure of either party to require performance by the other party of any provision of this Agreement 
will not affect its full right to require such performance at any subsequent time; nor will the waiver by either party of 
a breach of any provision of this Agreement be taken or held to be a waiver of the provision itself. 

 
7. Force Majeure. If either party cannot temporarily perform its obligations under this Agreement as a result of conditions 
beyond its control, such as, but not being limited to, war, strike, fire, explosion, governmental restriction or power failure, 
this shall not be deemed a breach of the Agreement.  
 
8. Schedules.  This Agreement includes the following Schedules (which can be amended from time to time), which are 

incorporated as if fully set forth herein:    
 
Schedule A: A List of Licensees 
Schedule B: The Licensed Materials  
Schedule C: The Fees 
Schedule D: Standard Contractual Clauses for the transfer of personal data to third countries (see attached SCC 

document) 
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The parties hereby agree to the above terms, 
Signatures 

 
 
On behalf of the 

 
  

The National Library on behalf of the Licensee  
via power of attorney 
       ACM  
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Schedule A 
 
Universities  
  
Aalto University  

  
Abo Akademi University  
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Value added tax identification number: FI-02463121 
 
 
  
Lappeenranta-Lahti University of Technology LUT  

Value added tax identification number: FI-02459042  
  
Tampere University including Tampere University Hospital 

  
University of Eastern Finland including Kuopio University Hospital  

University of Helsinki including Helsinki University Central 
Hospital  
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University of Jyväskylä  

  
University of Lapland  

University of Oulu including Oulu University Hospital  
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University of Turku including Turku university central hospital  

  
University of Vaasa  

  
  
Universities of Applied Sciences  
  
HAAGA-HELIA University of Applied Sciences  
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Value added tax identification number: FI-20291888  
  
Häme University of Applied Sciences (HAMK)  

Value added tax identification number: FI26174893  
  
Lapland University of Applied Sciences  

Value added tax identification number: FI-25287925  
  
Laurea University of Applied Sciences  

Value added tax identification number: FI-10462161  
  
Metropolia University of Applied Sciences  

Value added tax identification number: FI-20945511  
  
Seinäjoki University of Applied Sciences  
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Tampere University of Applied Sciences  

  
Research institutes  
  
Finnish Defence Research Agency  

Value added tax identification number: FI-09520299  
  
Finnish Patent and Registration Office  

Value added tax identification number: FI-02446831   
  
VTT Technical Research Centre of Finland  

Value added tax identification number: FI-26473754  
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Schedule B 
 
Schedule B (a): ACM Digital Library License Content Description 
 
The licensed material includes:  

• All ACM  and ACM affiliated Publications, including 60 peer reviewed scholarly journals; 2 fully Open 
Access peer reviewed scholarly journals; 7 technical magazines, ACM’s complete collection of 
conference proceedings containing over 2,500 volumes of scholarly materials; and 37 technical 
newsletters sponsored by ACM’s technical Special Interest Groups (SIGs) 

• ACM Guide to Computing Literature, ACM’s bibliographic database and abstracting & indexing service 
and an up-to-date list of the contents of the ACM Digital Library is posted at 
https://dl.acm.org/about/content 

• Access to the ACM Books Collections (https://dl.acm.org/acmbooks) is not included in this Agreement but 
is available for purchase via separate agreement. 
 

Access to Historical Archive: access to the complete archive of all ACM Publications dating back to each publication's 
first issue or volume. This  access is for the License Period only and does not include archival rights, which can be 
arranged with the Licensor by separate Agreement. 
In the title list below, the last issue mentioned refers to the latest issue available at the time this title list was compiled. 
Access is also granted to all newer issues, where available. 
 

 
SCHEDULE B (b): KBART LIST OF FULL-TEXT CONTENTS IN ACM DIGITAL LIBRARY 

 
 

Please see attached file “KBART List as of 28th June 2022” 
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Schedule C 
 
Institution Fee 2022 Fee 2023 Fee 2024 
Aalto University $25 355  $36 618  $37 717  
Tampere University $24 531  $26 276  $27 064  
University of Helsinki $18 834  $24 878  $25 624  
University of Oulu $17 530  $22 642  $23 321  
University of Turku $8 237  $10 855  $11 180  
University of Lapland $7 736  $9 837  $10 132  
University of Eastern Finland $8 074  $8 480  $8 735  
University of Jyvaskyla $8 200  $7 802  $8 036  
Lappeenranta University of Technology $2 950  $3 392  $3 494  
VTT Technical Research Centre of Finland $2 950  $2 575  $2 652  
Abo Akademi University $2 950  $2 575  $2 652  
Tampere University of Applied Sciences (incl. in 
Tampere University) $0  $0  $0  
Häme University of Applied Sciences (HAMK) $2 950  $2 575  $2 652  
University of Vaasa $2 950  $2 575  $2 652  
Finnish Defence Research Agency $2 950  $2 575  $2 652  
Haaga-Helia University of Applied Sciences $2 950  $2 575  $2 652  
Helsinki Metropolia University of Applied Sciences $2 950  $2 575  $2 652  
Lapland University of Applied Sciences $2 950  $2 575  $2 652  
Laurea University of Applied Sciences $2 950  $2 575  $2 652  
National Board of Patents and Registration of 
Finland $2 950  $2 575  $2 652  
Seinajoki University of Applied Sciences $2 950  $2 575  $2 652  
Total $153 896  $179 105  $184 478  
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Schedule D 
 
(See attached SCC Document) 
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ANNEX  
 

STANDARD CONTRACTUAL CLAUSES 
 

SECTION I 

Clause 1 
Purpose and scope  

(a) The purpose of these standard contractual clauses is to ensure compliance with the 
requirements of Regulation (EU) 2016/679 of the European Parliament and of the 
Council of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data (General Data 
Protection Regulation)1 for the transfer of personal data to a third country. 

(b) The Parties: 
(i) the natural or legal person(s), public authority/ies, agency/ies or other body/ies 

(hereinafter “entity/ies”) transferring the personal data, as listed in Annex I.A. 
(hereinafter each “data exporter”), and 

(ii) the entity/ies in a third country receiving the personal data from the data 
exporter, directly or indirectly via another entity also Party to these Clauses, as 
listed in Annex I.A. (hereinafter each “data importer”) 

have agreed to these standard contractual clauses (hereinafter: “Clauses”).  
(c) These Clauses apply with respect to the transfer of personal data as specified in 

Annex I.B.  
(d) The Appendix to these Clauses containing the Annexes referred to therein forms an 

integral part of these Clauses. 

Clause 2 
Effect and invariability of the Clauses 

(a) These Clauses set out appropriate safeguards, including enforceable data subject 
rights and effective legal remedies, pursuant to Article 46(1) and Article 46 (2)(c) of 
Regulation (EU) 2016/679 and, with respect to data transfers from controllers to 
processors and/or processors to processors, standard contractual clauses pursuant to 
Article 28(7) of Regulation (EU) 2016/679, provided they are not modified, except to 

 
1  Where the data exporter is a processor subject to Regulation (EU) 2016/679 acting on behalf of a Union 

institution or body as controller, reliance on these Clauses when engaging another processor (sub-processing) 
not subject to Regulation (EU) 2016/679 also ensures compliance with Article 29(4) of Regulation (EU) 
2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural 
persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies 
and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 
1247/2002/EC (OJ L 295 of 21.11.2018, p. 39), to the extent these Clauses and the data protection 
obligations as set out in the contract or other legal act between the controller and the processor pursuant to 
Article 29(3) of Regulation (EU) 2018/1725 are aligned. This will in particular be the case where the 
controller and processor rely on the standard contractual clauses included in Decision […]. 
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select the appropriate Module(s) or to add or update information in the Appendix. 
This does not prevent the Parties from including the standard contractual clauses laid 
down in these Clauses in a wider contract and/or to add other clauses or additional 
safeguards, provided that they do not contradict, directly or indirectly, these Clauses 
or prejudice the fundamental rights or freedoms of data subjects.  

(b) These Clauses are without prejudice to obligations to which the data exporter is 
subject by virtue of Regulation (EU) 2016/679. 

Clause 3 
Third-party beneficiaries 

(a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, 
against the data exporter and/or data importer, with the following exceptions: 
(i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7; 
(ii) Clause 8 - Module One: Clause 8.5 (e) and Clause 8.9(b); Module Two: Clause 

8.1(b), 8.9(a), (c), (d) and (e); Module Three: Clause 8.1(a), (c) and (d) and 
Clause 8.9(a), (c), (d), (e), (f) and (g); Module Four: Clause 8.1 (b) and Clause 
8.3(b); 

(iii) Clause 9 - Module Two: Clause 9(a), (c), (d) and (e); Module Three: Clause 
9(a), (c), (d) and (e); 

(iv) Clause 12 - Module One: Clause 12(a) and (d); Modules Two and Three: 
Clause 12(a), (d) and (f); 

(v) Clause 13; 
(vi) Clause 15.1(c), (d) and (e); 
(vii) Clause 16(e); 
(viii) Clause 18 - Modules One, Two and Three: Clause 18(a) and (b); Module Four: 

Clause 18. 
(b) Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 

2016/679. 

Clause 4 
Interpretation 

(a) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those 
terms shall have the same meaning as in that Regulation. 

(b) These Clauses shall be read and interpreted in the light of the provisions of 
Regulation (EU) 2016/679. 

(c) These Clauses shall not be interpreted in a way that conflicts with rights and 
obligations provided for in Regulation (EU) 2016/679.  
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Clause 5 
Hierarchy 

In the event of a contradiction between these Clauses and the provisions of related agreements 
between the Parties, existing at the time these Clauses are agreed or entered into thereafter, 
these Clauses shall prevail. 

Clause 6 
Description of the transfer(s) 

The details of the transfer(s), and in particular the categories of personal data that are 
transferred and the purpose(s) for which they are transferred, are specified in Annex I.B. 

Clause 7 - Optional 
Docking clause 

(a) An entity that is not a Party to these Clauses may, with the agreement of the Parties, 
accede to these Clauses at any time, either as a data exporter or as a data importer, by 
completing the Appendix and signing Annex I.A.   

(b) Once it has completed the Appendix and signed Annex I.A, the acceding entity shall 
become a Party to these Clauses and have the rights and obligations of a data 
exporter or data importer in accordance with its designation in Annex I.A. 

(c) The acceding entity shall have no rights or obligations arising under these Clauses 
from the period prior to becoming a Party. 

 
SECTION II – OBLIGATIONS OF THE PARTIES 

Clause 8 
Data protection safeguards 

The data exporter warrants that it has used reasonable efforts to determine that the data 
importer is able, through the implementation of appropriate technical and organisational 
measures, to satisfy its obligations under these Clauses.  
 
MODULE ONE: Transfer controller to controller 

8.1 Purpose limitation 
The data importer shall process the personal data only for the specific purpose(s) of the 
transfer, as set out in Annex I.B. It may only process the personal data for another purpose:  

(i) where it has obtained the data subject’s prior consent;  
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(ii) where necessary for the establishment, exercise or defence of legal claims in 
the context of specific administrative, regulatory or judicial proceedings; or  

(iii) where necessary in order to protect the vital interests of the data subject or of 
another natural person. 

8.2 Transparency  
(a) In order to enable data subjects to effectively exercise their rights pursuant to 

Clause 10, the data importer shall inform them, either directly or through the data 
exporter: 
(i) of its identity and contact details; 
(ii) of the categories of personal data processed; 
(iii) of the right to obtain a copy of these Clauses; 
(iv) where it intends to onward transfer the personal data to any third party/ies, of 

the recipient or categories of recipients (as appropriate with a view to providing 
meaningful information), the purpose of such onward transfer and the ground 
therefore pursuant to Clause 8.7. 

(b) Paragraph (a) shall not apply where the data subject already has the information, 
including when such information has already been provided by the data exporter, or 
providing the information proves impossible or would involve a disproportionate 
effort for the data importer. In the latter case, the data importer shall, to the extent 
possible, make the information publicly available. 

(c) On request, the Parties shall make a copy of these Clauses, including the Appendix 
as completed by them, available to the data subject free of charge. To the extent 
necessary to protect business secrets or other confidential information, including 
personal data, the Parties may redact part of the text of the Appendix prior to sharing 
a copy, but shall provide a meaningful summary where the data subject would 
otherwise not be able to understand its content or exercise his/her rights. On request, 
the Parties shall provide the data subject with the reasons for the redactions, to the 
extent possible without revealing the redacted information. 

(d) Paragraphs (a) to (c) are without prejudice to the obligations of the data exporter 
under Articles 13 and 14 of Regulation (EU) 2016/679.   

8.3 Accuracy and data minimisation 
(a) Each Party shall ensure that the personal data is accurate and, where necessary, kept 

up to date. The data importer shall take every reasonable step to ensure that personal 
data that is inaccurate, having regard to the purpose(s) of processing, is erased or 
rectified without delay. 

(b) If one of the Parties becomes aware that the personal data it has transferred or 
received is inaccurate, or has become outdated, it shall inform the other Party without 
undue delay. 

(c) The data importer shall ensure that the personal data is adequate, relevant and limited 
to what is necessary in relation to the purpose(s) of processing.  
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8.4 Storage limitation 
The data importer shall retain the personal data for no longer than necessary for the purpose(s) 
for which it is processed. It shall put in place appropriate technical or organisational measures 
to ensure compliance with this obligation, including erasure or anonymisation2 of the data and 
all back-ups at the end of the retention period.   

8.5 Security of processing 
(a) The data importer and, during transmission, also the data exporter shall implement 

appropriate technical and organisational measures to ensure the security of the 
personal data, including  protection against a breach of security leading to accidental 
or unlawful destruction, loss, alteration, unauthorised disclosure or access 
(hereinafter “personal data breach”). In assessing the appropriate level of security, 
they shall take due account of the state of the art, the costs of implementation, the 
nature, scope, context and purpose(s) of processing and the risks involved in the 
processing for the data subject. The Parties shall in particular consider having 
recourse to encryption or pseudonymisation, including during transmission, where 
the purpose of processing can be fulfilled in that manner.  

(b) The Parties have agreed on the technical and organisational measures set out in 
Annex II. The data importer shall carry out regular checks to ensure that these 
measures continue to provide an appropriate level of security. 

(c) The data importer shall ensure that persons authorised to process the personal data 
have committed themselves to confidentiality or are under an appropriate statutory 
obligation of confidentiality. 

(d) In the event of a personal data breach concerning personal data processed by the data 
importer under these Clauses, the data importer shall take appropriate measures to 
address the personal data breach, including measures to mitigate its possible adverse 
effects. 

(e) In case of a personal data breach that is likely to result in a risk to the rights and 
freedoms of natural persons, the data importer shall without undue delay notify both 
the data exporter and the competent supervisory authority pursuant to Clause 13. 
Such notification shall contain i) a description of the nature of the breach (including, 
where possible, categories and approximate number of data subjects and personal 
data records concerned), ii) its likely consequences, iii) the measures taken or 
proposed to address the breach, and iv) the details of a contact point from whom 
more information can be obtained. To the extent it is not possible for the data 
importer to provide all the information at the same time, it may do so in phases 
without undue further delay.  

(f) In case of a personal data breach that is likely to result in a high risk to the rights and 
freedoms of natural persons, the data importer shall also notify without undue delay 
the data subjects concerned of the personal data breach and its nature, if necessary in 
cooperation with the data exporter, together with the information referred to in 
paragraph (e), points ii) to iv), unless the data importer has implemented measures to 
significantly reduce the risk to the rights or freedoms of natural persons, or 

 
2  This requires rendering the data anonymous in such a way that the individual is no longer identifiable by 

anyone, in line with recital 26 of Regulation (EU) 2016/679, and that this process is irreversible. 
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notification would involve disproportionate efforts. In the latter case, the data 
importer shall instead issue a public communication or take a similar measure to 
inform the public of the personal data breach.  

(g) The data importer shall document all relevant facts relating to the personal data 
breach, including its effects and any remedial action taken, and keep a record thereof. 

8.6 Sensitive data 
Where the transfer involves personal data revealing racial or ethnic origin, political opinions, 
religious or philosophical beliefs, or trade union membership, genetic data, or biometric data 
for the purpose of uniquely identifying a natural person, data concerning health or a person’s 
sex life or sexual orientation, or data relating to criminal convictions or offences (hereinafter 
“sensitive data”), the data importer shall apply specific restrictions and/or additional 
safeguards adapted to the specific nature of the data and the risks involved. This may include 
restricting the personnel permitted to access the personal data, additional security measures 
(such as pseudonymisation) and/or additional restrictions with respect to further disclosure. 

8.7 Onward transfers 
The data importer shall not disclose the personal data to a third party located outside the 
European Union3 (in the same country as the data importer or in another third country, 
hereinafter “onward transfer”) unless the third party is or agrees to be bound by these Clauses, 
under the appropriate Module. Otherwise, an onward transfer by the data importer may only 
take place if:  

(i) it is to a country benefitting from an adequacy decision pursuant to Article 45 
of Regulation (EU) 2016/679 that covers the onward transfer;  

(ii) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 
or 47 of Regulation (EU) 2016/679 with respect to the processing in question; 

(iii) the third party enters into a binding instrument with the data importer ensuring 
the same level of data protection as under these Clauses, and the data importer 
provides a copy of these safeguards to the data exporter; 

(iv) it is necessary for the establishment, exercise or defence of legal claims in the 
context of specific administrative, regulatory or judicial proceedings; 

(v) it is necessary in order to protect the vital interests of the data subject or of 
another natural person; or 

(vi) where none of the other conditions apply, the data importer has obtained the 
explicit consent of the data subject for an onward transfer in a specific 
situation, after having informed him/her of its purpose(s), the identity of the 
recipient and the possible risks of such transfer to him/her due to the lack of 
appropriate data protection safeguards. In this case, the data importer shall 

 
3  The Agreement on the European Economic Area (EEA Agreement) provides for the extension of the 

European Union's internal market to the three EEA States Iceland, Liechtenstein and Norway. The Union 
data protection legislation, including Regulation (EU) 2016/679, is covered by the EEA Agreement and has 
been incorporated into Annex XI thereto. Therefore, any disclosure by the data importer to a third party 
located in the EEA does not qualify as an onward transfer for the purpose of these Clauses. 
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inform the data exporter and, at the request of the latter, shall transmit to it a 
copy of the information provided to the data subject. 

Any onward transfer is subject to compliance by the data importer with all the other 
safeguards under these Clauses, in particular purpose limitation. 

8.8 Processing under the authority of the data importer 
The data importer shall ensure that any person acting under its authority, including a 
processor, processes the data only on its instructions.  

8.9 Documentation and compliance 
(a) Each Party shall be able to demonstrate compliance with its obligations under these 

Clauses. In particular, the data importer shall keep appropriate documentation of the 
processing activities carried out under its responsibility. 

(b) The data importer shall make such documentation available to the competent 
supervisory authority on request. 
 

Clause 10 

Data subject rights 
 

MODULE ONE: Transfer controller to controller 

(a) The data importer, where relevant with the assistance of the data exporter, shall deal 
with any enquiries and requests it receives from a data subject relating to the 
processing of his/her personal data and the exercise of his/her rights under these 
Clauses without undue delay and at the latest within one month of the receipt of the 
enquiry or request.4 The data importer shall take appropriate measures to facilitate 
such enquiries, requests and the exercise of data subject rights. Any information 
provided to the data subject shall be in an intelligible and easily accessible form, 
using clear and plain language. 

(b) In particular, upon request by the data subject the data importer shall, free of charge : 
(i) provide confirmation to the data subject as to whether personal data concerning 

him/her is being processed and, where this is the case, a copy of the data 
relating to him/her and the information in Annex I; if personal data has been or 
will be onward transferred, provide information on recipients or categories of 
recipients (as appropriate with a view to providing meaningful information) to 
which the personal data has been or will be onward transferred, the purpose of 
such onward transfers and their ground pursuant to Clause 8.7; and provide 
information on the right to lodge a complaint with a supervisory authority in 
accordance with Clause 12(c)(i);  

(ii) rectify inaccurate or incomplete data concerning the data subject;  

 
4  That period may be extended by a maximum of two more months, to the extent necessary taking into account 

the complexity and number of requests. The data importer shall duly and promptly inform the data subject of 
any such extension.  
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(iii) erase personal data concerning the data subject if such data is being or has been 
processed in violation of any of these Clauses ensuring third-party beneficiary 
rights, or if the data subject withdraws the consent on which the processing is 
based.  

(c) Where the data importer processes the personal data for direct marketing purposes, it 
shall cease processing for such purposes if the data subject objects to it.  

(d) The data importer shall not make a decision based solely on the automated 
processing of the personal data transferred (hereinafter “automated decision”), which 
would produce legal effects concerning the data subject or similarly significantly 
affect him / her, unless with the explicit consent of the data subject or if authorised to 
do so under the laws of the country of destination, provided that such laws lays down 
suitable measures to safeguard the data subject’s rights and legitimate interests. In 
this case, the data importer shall, where necessary in cooperation with the data 
exporter: 
(i) inform the data subject about the envisaged automated decision, the envisaged 

consequences and the logic involved; and 
(ii) implement suitable safeguards, at least by enabling the data subject to contest 

the decision, express his/her point of view and obtain review by a human 
being.  

(e) Where requests from a data subject are excessive, in particular because of their 
repetitive character, the data importer may either charge a reasonable fee taking into 
account the administrative costs of granting the request or refuse to act on the 
request. 

(f) The data importer may refuse a data subject’s request if such refusal is allowed under 
the laws of the country of destination and is necessary and proportionate in a 
democratic society to protect one of the objectives listed in Article 23(1) of 
Regulation (EU) 2016/679. 

(g) If the data importer intends to refuse a data subject’s request, it shall inform the data 
subject of the reasons for the refusal and the possibility of lodging a complaint with 
the competent supervisory authority and/or seeking judicial redress. 

 

Clause 11 
Redress 

(a) The data importer shall inform data subjects in a transparent and easily accessible 
format, through individual notice or on its website, of a contact point authorised to 
handle complaints. It shall deal promptly with any complaints it receives from a data 
subject.  
[OPTION: The data importer agrees that data subjects may also lodge a complaint 
with an independent dispute resolution body5 at no cost to the data subject. It shall 
inform the data subjects, in the manner set out in paragraph (a), of such redress 

 
5  The data importer may offer independent dispute resolution through an arbitration body only if it is 

established in a country that has ratified the New York Convention on Enforcement of Arbitration Awards.
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mechanism and that they are not required to use it, or follow a particular sequence in 
seeking redress.] 

 
MODULE ONE: Transfer controller to controller 

(b) In case of a dispute between a data subject and one of the Parties as regards 
compliance with these Clauses, that Party shall use its best efforts to resolve the issue 
amicably in a timely fashion. The Parties shall keep each other informed about such 
disputes and, where appropriate, cooperate in resolving them.    

(c) Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, 
the data importer shall accept the decision of the data subject to:  
(i) lodge a complaint with the supervisory authority in the Member State of his/her 

habitual residence or place of work, or the competent supervisory authority 
pursuant to Clause 13; 

(ii) refer the dispute to the competent courts within the meaning of Clause 18. 
(d) The Parties accept that the data subject may be represented by a not-for-profit body, 

organisation or association under the conditions set out in Article 80(1) of Regulation 
(EU) 2016/679.  

(e) The data importer shall abide by a decision that is binding under the applicable EU or 
Member State law. 

(f) The data importer agrees that the choice made by the data subject will not prejudice 
his/her substantive and procedural rights to seek remedies in accordance with 
applicable laws. 

Clause 12 
Liability 

 
MODULE ONE: Transfer controller to controller 

(a) Each Party shall be liable to the other Party/ies for any damages it causes the other 
Party/ies by any breach of these Clauses.  

(b) Each Party shall be liable to the data subject, and the data subject shall be entitled to 
receive compensation, for any material or non-material damages that the Party causes 
the data subject by breaching the third-party beneficiary rights under these Clauses. 
This is without prejudice to the liability of the data exporter under Regulation (EU) 
2016/679. 

(c) Where more than one Party is responsible for any damage caused to the data subject 
as a result of a breach of these Clauses, all responsible Parties shall be jointly and 
severally liable and the data subject is entitled to bring an action in court against any 
of these Parties. 

(d) The Parties agree that if one Party is held liable under paragraph (c), it shall be 
entitled to claim back from the other Party/ies that part of the compensation 
corresponding to its / their responsibility for the damage. 
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(e) The data importer may not invoke the conduct of a processor or sub-processor to 
avoid its own liability. 

 
 

Clause 13 
Supervision 

MODULE ONE: Transfer controller to controller 
(a) [Where the data exporter is established in an EU Member State:] The supervisory 

authority with responsibility for ensuring compliance by the data exporter with 
Regulation (EU) 2016/679 as regards the data transfer, as indicated in Annex I.C, 
shall act as competent supervisory authority. 

(b) The data importer agrees to submit itself to the jurisdiction of and cooperate with the 
competent supervisory authority in any procedures aimed at ensuring compliance 
with these Clauses. In particular, the data importer agrees to respond to enquiries, 
submit to audits and comply with the measures adopted by the supervisory authority, 
including remedial and compensatory measures. It shall provide the supervisory 
authority with written confirmation that the necessary actions have been taken. 

 
 

SECTION III – LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY 
PUBLIC AUTHORITIES 

Clause 14 
Local laws and practices affecting compliance with the Clauses 

 
MODULE ONE: Transfer controller to controller 

(a) The Parties warrant that they have no reason to believe that the laws and practices in 
the third country of destination applicable to the processing of the personal data by 
the data importer, including any requirements to disclose personal data or measures 
authorising access by public authorities, prevent the data importer from fulfilling its 
obligations under these Clauses. This is based on the understanding that laws and 
practices that respect the essence of the fundamental rights and freedoms and do not 
exceed what is necessary and proportionate in a democratic society to safeguard one 
of the objectives listed in Article 23(1) of Regulation (EU) 2016/679, are not in 
contradiction with these Clauses. 

(b) The Parties declare that in providing the warranty in paragraph (a), they have taken 
due account in particular of the following elements: 
(i) the specific circumstances of the transfer, including the length of the 

processing chain, the number of actors involved and the transmission channels 
used; intended onward transfers; the type of recipient; the purpose of 
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processing; the categories and format of the transferred personal data; the 
economic sector in which the transfer occurs; the storage location of the data 
transferred;  

(ii) the laws and practices of the third country of destination– including those 
requiring the disclosure of data to public authorities or authorising access by 
such authorities – relevant in light of the specific circumstances of the transfer, 
and the applicable limitations and safeguards6;  

(iii) any relevant contractual, technical or organisational safeguards put in place to 
supplement the safeguards under these Clauses, including measures applied 
during transmission and to the processing of the personal data in the country of 
destination. 

(c) The data importer warrants that, in carrying out the assessment under paragraph (b), 
it has made its best efforts to provide the data exporter with relevant information and 
agrees that it will continue to cooperate with the data exporter in ensuring 
compliance with these Clauses. 

(d) The Parties agree to document the assessment under paragraph (b) and make it 
available to the competent supervisory authority on request. 

(e) The data importer agrees to notify the data exporter promptly if, after having agreed 
to these Clauses and for the duration of the contract, it has reason to believe that it is 
or has become subject to laws or practices not in line with the requirements under 
paragraph (a), including following a change in the laws of the third country or a 
measure (such as a disclosure request) indicating an application of such laws in 
practice that is not in line with the requirements in paragraph (a).  

(f) Following a notification pursuant to paragraph (e), or if the data exporter otherwise 
has reason to believe that the data importer can no longer fulfil its obligations under 
these Clauses, the data exporter shall promptly identify appropriate measures (e.g. 
technical or organisational measures to ensure security and confidentiality) to be 
adopted by the data exporter and/or data importer to address the situation. The data 
exporter shall suspend the data transfer if it considers that no appropriate safeguards 
for such transfer can be ensured, or if instructed by the competent supervisory 
authority to do so. In this case, the data exporter shall be entitled to terminate the 
contract, insofar as it concerns the processing of personal data under these Clauses. If 
the contract involves more than two Parties, the data exporter may exercise this right 
to termination only with respect to the relevant Party, unless the Parties have agreed 

 
6  As regards the impact of such laws and practices on compliance with these Clauses, different elements may 

be considered as part of an overall assessment. Such elements may include relevant and documented practical 
experience with prior instances of requests for disclosure from public authorities, or the absence of such 
requests, covering a sufficiently representative time-frame. This refers in particular to internal records or 
other documentation, drawn up on a continuous basis in accordance with due diligence and certified at senior 
management level, provided that this information can be lawfully shared with third parties. Where this 
practical experience is relied upon to conclude that the data importer will not be prevented from complying 
with these Clauses, it needs to be supported by other relevant, objective elements, and it is for the Parties to 
consider carefully whether these elements together carry sufficient weight, in terms of their reliability and 
representativeness, to support this conclusion. In particular, the Parties have to take into account whether 
their practical experience is corroborated and not contradicted by publicly available or otherwise accessible, 
reliable information on the existence or absence of requests within the same sector and/or the application of 
the law in practice, such as case law and reports by independent oversight bodies. 
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otherwise. Where the contract is terminated pursuant to this Clause, Clause 16(d) and 
(e) shall apply.   

Clause 15 
Obligations of the data importer in case of access by public authorities 

 
MODULE ONE: Transfer controller to controller 

15.1 Notification 
(a) The data importer agrees to notify the data exporter and, where possible, the data 

subject promptly (if necessary with the help of the data exporter) if it:  
(i) receives a legally binding request from a public authority, including judicial 

authorities, under the laws of the country of destination for the disclosure of 
personal data transferred pursuant to these Clauses; such notification shall 
include information about the personal data requested, the requesting authority, 
the legal basis for the request and the response provided; or 

(ii) becomes aware of any direct access by public authorities to personal data 
transferred pursuant to these Clauses in accordance with the laws of the 
country of destination; such notification shall include all information available 
to the importer. 

(b) If the data importer is prohibited from notifying the data exporter and/or the data 
subject under the laws of the country of destination, the data importer agrees to use 
its best efforts to obtain a waiver of the prohibition, with a view to communicating as 
much information as possible, as soon as possible. The data importer agrees to 
document its best efforts in order to be able to demonstrate them on request of the 
data exporter.  

(c) Where permissible under the laws of the country of destination, the data importer 
agrees to provide the data exporter, at regular intervals for the duration of the 
contract, with as much relevant information as possible on the requests received (in 
particular, number of requests, type of data requested, requesting authority/ies, 
whether requests have been challenged and the outcome of such challenges, etc.).  

(d) The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) 
for the duration of the contract and make it available to the competent supervisory 
authority on request.  

(e) Paragraphs (a) to (c) are without prejudice to the obligation of the data importer 
pursuant to Clause 14(e) and Clause 16 to inform the data exporter promptly where it 
is unable to comply with these Clauses. 

15.2 Review of legality and data minimisation 
(a) The data importer agrees to review the legality of the request for disclosure, in 

particular whether it remains within the powers granted to the requesting public 
authority, and to challenge the request if, after careful assessment, it concludes that 
there are reasonable grounds to consider that the request is unlawful under the laws 
of the country of destination, applicable obligations under international law and 
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principles of international comity. The data importer shall, under the same 
conditions, pursue possibilities of appeal. When challenging a request, the data 
importer shall seek interim measures with a view to suspending the effects of the 
request until the competent judicial authority has decided on its merits. It shall not 
disclose the personal data requested until required to do so under the applicable 
procedural rules. These requirements are without prejudice to the obligations of the 
data importer under Clause 14(e). 

(b) The data importer agrees to document its legal assessment and any challenge to the 
request for disclosure and, to the extent permissible under the laws of the country of 
destination, make the documentation available to the data exporter. It shall also make 
it available to the competent supervisory authority on request.  

(c) The data importer agrees to provide the minimum amount of information permissible 
when responding to a request for disclosure, based on a reasonable interpretation of 
the request. 
 

SECTION IV – FINAL PROVISIONS 

Clause 16 
Non-compliance with the Clauses and termination 

(a) The data importer shall promptly inform the data exporter if it is unable to comply 
with these Clauses, for whatever reason.  

(b) In the event that the data importer is in breach of these Clauses or unable to comply 
with these Clauses, the data exporter shall suspend the transfer of personal data to the 
data importer until compliance is again ensured or the contract is terminated. This is 
without prejudice to Clause 14(f). 

(c) The data exporter shall be entitled to terminate the contract, insofar as it concerns the 
processing of personal data under these Clauses, where: 
(i) the data exporter has suspended the transfer of personal data to the data 

importer pursuant to paragraph (b) and compliance with these Clauses is not 
restored within a reasonable time and in any event within one month of 
suspension;  

(ii) the data importer is in substantial or persistent breach of these Clauses; or 
(iii) the data importer fails to comply with a binding decision of a competent court 

or supervisory authority regarding its obligations under these Clauses. 
In these cases, it shall inform the competent supervisory authority of such non-
compliance. Where the contract involves more than two Parties, the data exporter 
may exercise this right to termination only with respect to the relevant Party, unless 
the Parties have agreed otherwise.  

(d) [For Modules One, Two and Three: Personal data that has been transferred prior to 
the termination of the contract pursuant to paragraph (c) shall at the choice of the 
data exporter immediately be returned to the data exporter or deleted in its entirety. 
The same shall apply to any copies of the data.] The data importer shall certify the 
deletion of the data to the data exporter. Until the data is deleted or returned, the data 
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importer shall continue to ensure compliance with these Clauses. In case of local 
laws applicable to the data importer that prohibit the return or deletion of the 
transferred personal data, the data importer warrants that it will continue to ensure 
compliance with these Clauses and will only process the data to the extent and for as 
long as required under that local law.  

(e) Either Party may revoke its agreement to be bound by these Clauses where (i) the 
European Commission adopts a decision pursuant to Article 45(3) of Regulation 
(EU) 2016/679 that covers the transfer of personal data to which these Clauses apply; 
or (ii) Regulation (EU) 2016/679 becomes part of the legal framework of the country 
to which the personal data is transferred. This is without prejudice to other 
obligations applying to the processing in question under Regulation (EU) 2016/679.  

Clause 17 
Governing law 

MODULE ONE: Transfer controller to controller 
[OPTION 1: These Clauses shall be governed by the law of one of the EU Member States, 
provided such law allows for third-party beneficiary rights. The Parties agree that this shall be 
the law of Finland (specify Member State).]  

Clause 18 
Choice of forum and jurisdiction 

MODULE ONE: Transfer controller to controller 
(a) Any dispute arising from these Clauses shall be resolved by the courts of an EU 

Member State. 
(b) The Parties agree that those shall be the courts of Finland (specify Member State). 
(c) A data subject may also bring legal proceedings against the data exporter and/or data 

importer before the courts of the Member State in which he/she has his/her habitual 
residence.  

(d) The Parties agree to submit themselves to the jurisdiction of such courts. 
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APPENDIX  
EXPLANATORY NOTE:  
It must be possible to clearly distinguish the information applicable to each transfer or 
category of transfers and, in this regard, to determine the respective role(s) of the Parties as 
data exporter(s) and/or data importer(s). This does not necessarily require completing and 
signing separate appendices for each transfer/category of transfers and/or contractual 
relationship, where this transparency can achieved through one appendix. However, where 
necessary to ensure sufficient clarity, separate appendices should be used. 

ANNEX I 

A. LIST OF PARTIES 
MODULE ONE: Transfer controller to controller 
  
Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable, 
of its/their data protection officer and/or representative in the European Union]  
1. Name: Each Licensee  listed in Schedue A of the main agreement 
Address: listed in Schedule A 
 
Contact person’s name, position and contact details:  

Activities relevant to the data transferred under these Clauses: enabling the importer to 
provide services in accordance with  the main agreement 
 
Signature and date:  
 
Role (controller/processor): controller 
 
Data importer(s): [Identity and contact details of the data importer(s), including any contact 
person with responsibility for data protection] 
1. Name: Association for Computing Machinery  

 



 

EN 16 EN
  

 
Activities relevant to the data transferred under these Clauses: provision of services in 
accordance with the main agreement 
 
Signature and date: 
 
Role (controller/processor): controller 
 

B. DESCRIPTION OF TRANSFER 
MODULE ONE: Transfer controller to controller 
 
Categories of data subjects whose personal data is transferred 
Authorised users as defined in the agreement. 
 
Categories of personal data transferred 
IP-addresses used by authorized users, names and contact information of library person(s) at 
licensee institutions. 

 
Sensitive data transferred  
No sensitive data is transferred. 
 
The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous 
basis). 
Contact information is a one time transfer at the start of the agreement term.  IP- addresses are 
transferred at the start of the agreememt term and updated (added, deleted) as needed 
throughout the agreement term. 
 
Nature of the processing 
Contact information: storage and use for administration of the agreement. 
IP-addresses: Storege and use for the provision of the services defined in the main agreement. 
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Purpose(s) of the data transfer and further processing 
Contact information of library personnel: for importer to have a direct line of contact to their 
contractual partners. 
IP-addresses: to enable access to licensed electronic resourcs to authorised users. 
Period for which the personal data will be retained, or, if that is not possible, the criteria 
used to determine that period  
The duration of the agreement term unless the agreement is renewed (as may be applicable to 
one or more licensee institutions). For avoidance of doubt, during the agreement term data 
that is out of date or no longer valid, must be deleted if so instructed by the exporter. 
 
For transfers to  processors, also specify subject matter, nature and duration of the 
processingOracle Cloud Infrastructure (OCI): storage of the personal data   

  

 
Atypon: Atypon is the hosting platform for the ACM Digital Library; their services allow ACM to 
provide the proper user authentication into the ACM Digital Library. 
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C. COMPETENT SUPERVISORY AUTHORITY 
 
MODULE ONE: Transfer controller to controller 
 
Identify the competent supervisory authority/ies in accordance with Clause 13 
Office of the Data Protection Ombudsman 
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ANNEX II - TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING 
TECHNICAL AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY 
OF THE DATA 
 
MODULE ONE: Transfer controller to controller 
 
EXPLANATORY NOTE:  
The technical and organisational measures must be described in specific (and not generic) 
terms. See also the general comment on the first page of the Appendix, in particular on the 
need to clearly indicate which measures apply to each transfer/set of transfers. 
Description of the technical and organisational measures implemented by the data 
importer(s) (including any relevant certifications) to ensure an appropriate level of security, 
taking into account the nature, scope, context and purpose of the processing, and the risks for 
the rights and freedoms of natural persons. 
 
Measures for ensuring ongoing confidentiality, integrity, availability and resilience of 
processing systems and services 
 
ACM has high availability and redundancy built into our environment. 
 
Measures for ensuring the ability to restore the availability and access to personal data in a 
timely manner in the event of a physical or technical incident 
 
ACM backups are tested to ensure recovery.  ACM also maintains a DR environment to 
ensure the availability of data for recovery. 

 
Measures for user identification and authorization 
 
ACM requires authentication by any user that requires access to data. 
 
Measures for the protection of data during transmission 
 
ACM data is protected behind firewall during transmission.  All data is transmitted     on 
private network connections between our server hosting facilities. 
 
Measures for the protection of data during storage 
ACM data is secured behind firewall and only authorized users are allowed access to data. 

 
Measures for ensuring physical security of locations at which personal data are processed 
 
The locations of the hosting environments that ACM users are all certified for meeting strict 
physical security standards. 
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Measures for ensuring events logging 
 
Events are logged and monitored 24x7x365.  Any alert that requires immediate response is 
escalated appropriately. 

 
Measures for internal IT and IT security governance and management 
 
Annual IT audit is performed by an independent third party, to ensure standards are met. 

 
Measures for allowing data portability and ensuring erasure 
We will remove all data upon client request. 
 
Measures for certification/assurance of processes and products 
 
Measures for ensuring data minimisation 
 
Measures for ensuring data quality 
 
Measures for ensuring limited data retention 
 
Measures for ensuring accountability 
 
Measures for allowing data portability and ensuring erasure 

 
Business continuity and disaster recovery plans are in place and are tested periodically to 
confirm effectiveness.   

Backups are taken daily and stored securely to enable restoration.   

24x7x365 monitoring for our environment.   

Physical security controls  

Technical controls which are reviewed annually by an independent third-party auditor during 
an annual IT audit.    

For transfers to (sub-) processors, also describe the specific technical and organisational 
measures to be taken by the (sub-) processor to be able to provide assistance to the controller 
and, for transfers from a processor to a sub-processor, to the data exporter 

 

Oracle: ACM data is stored within the Oracle Cloud Infrastructure (OCI).  OCI adheres to strict 
industry standard certifications such as SOC, ISO, PCI DSS, as an example.  To maintain these 
certifications the required auditing and monitoring are employed  

 

ATYPON  

Cybersecurity and Privacy Strategy  
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Atypon protects its infrastructure and the personal data within it according to the information 
security principles of confidentiality, integrity, and availability. Our security program is based 
on the NIST Cybersecurity Framework (CSF), including but not limited to our policies, 
standard operating procedures, and technical controls. Our privacy program is based on the 
NIST Privacy Framework to complement and expand our security controls while meeting 
contractual and legal privacy requirements. Atypon’s approach to security and personal data 
protection incorporates both technical controls and organizational processes.  

Confidentiality  

A mandatory security education and awareness program is in place to educate internal users 
on the importance of their obligation to protect the confidentiality of personal data. Employee 
background checks are performed before granting personnel any data access, and employees 
are required to acknowledge the commitment to confidentiality of any data they may access in 
the performance of their duties. Single sign-on (SSO), multi-factor authentication (MFA), and 
complex password requirements are in place to enforce secure authentication. Atypon follows 
the principle of least privilege by restricting data access to only individuals with a valid job-
based reason to access production information.  

Vendor contractual obligations are required for third-party sub-processors prior to any 
personal data access or transfer to require that the same level of protection be 
maintained throughout the duration of any vendor engagements, with stipulations covering 
security and confidentiality of personal data. All such access and transfers are done in 
compliance with the European Data Protection Regulation.  

Endpoint protection is implemented to prevent and detect malware and other security threats. 
Firewalls and network anomaly detection systems are continuously monitored. The Atypon 
SOC monitors all system security alerts and investigates incidents which may impact the 
confidentiality, integrity, or availability of the environment or data within it.   

Integrity  

Atypon uses only hosted data center vendors with appropriate physical security and 
environmental controls which adhere to SOC 2 Type II as well as ISO 27001 certification 
standards. Production data is separated from development environments, and a formal change 
management process is in place to prevent unauthorized changes. To manage vulnerabilities, 
monthly scans are performed to confirm that the appropriate level of security patching and 
configuration is maintained. Secure audit logs are in place for nonrepudiation and 
traceability.   

Availability and Resilience  

Atypon uses industry-recognized hosted data center vendors with ISO 27001 and/or SOC 2 
certifications to achieve high availability and resilience. Business continuity 
and disaster recovery plans are in place and tested periodically to confirm process 
effectiveness. Backups are taken and stored per data classification and retention requirements 
to enable restoration. Anti-DDoS protection is in place, and application security reviews are 
conducted on Atypon sites.   

Risk Management  
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Atypon has implemented a data risk management strategy that considers the risks 
of accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to 
personal data transmitted, stored, or otherwise processed. Atypon considers the likelihood and 
severity of the risks to individuals whose personal data Atypon may process in the 
performance of service contracts. Data protection is considered throughout the lifecycle of 
products and services, and technical personnel are trained in privacy by design and default.   

Incident Response and Breach Notification  

Atypon maintains a 24x7x365 Security Operations Center (SOC) that responds to and 
investigates system or security alerts as well as reported incidents. Atypon has implemented 
an Incident Response Plan (IRP) which prioritizes regulator and/or client breach notification 
requirements when they are applicable to a security or privacy incident. Where Atypon is 
engaged as a sub-processor on behalf of a client, Atypon will not notify individual data 
subjects affected by a breach directly and will instead notify the client of a data breach no 
later than the timeline specified in the agreement.   
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